
GUARDI AN DI GI TAL

ENGARDE SECURE L I NUX

QUI CK START

This shortguideis designedto helpyou quickly setup EnGardeSecureLinux
on your systemandget it working on your network. We recommendyou read
the usermanualalso. This will discusshow to setup EnGarde,changeuser
passwordsandmanagecertificates.





I NSTA
�

L L I NG ENGARDE SECURE L I NUX

Theinstallationprocedureis mostlyautomatedandrequiredvery little interac-
tion to install theoperatingsystem.

Theinstallationprocessis startedby bootingto theEnGardeSecureLinux CD-
ROM. If your systemdoesnot supporttheCD-ROM drive asa bootdevice or
cannot boot to theCD for otherreasonsa bootfloppy mustbecreated.If you
canbootwithoutdifficulty skip thefollowing section.

NOTE: TheCD will bootfrom a SCSICD-ROM drive, if configuredto do
so in your systemsBIOS but it will not install from a SCSICD-
ROM drive. It mustbeinstalledvia anATAPI CD-ROM drive.

Installing EnGarde with a boot floppy

Thefirst stepfor usingafloppy asyourbootdevice is to createyourbootfloppy.
IncludedonyourEnGardeLinux CD areseveralDOSutilities alongwith aboot
image. The boot imagecanbe found on the CD in /boot/boot.img.Thereare
two waysto createa bootfloppy usingthebootimage.

If youarerunningin Linux, usinga blankfloppy, youcantypethefollowing:

# dd if=../boot/boot.img of=/dev/fd0 bs=1k

This will run a disk dumpof the boot.imgdirectly to the floppy. If you arein
a DOS basedsystemyou mustusean includedprogramcalled’rawrite’. The
rawrite programcan be found in x:\dosutils\rawrite.exe. ’x’ being the drive
letterof yourCD-ROM.

To createa bootfloppy youwouldenterthefollowing:

x:\dosutils\rawrite.exe -f x:\boot\boot.img -d a:

You will now have a floppy with theEnGardeSecureLinux installeron it and
readyto bebooted.Rebootyoursystemwith thefloppy inserted.

Boot Menus

Whenyoufirst bootyouwill bepresentedwith apromptandasmallmenu.You
canpressreturnto continueonwith anormalinstallation,pressF2 to view more
informationconcerningRescueModeorpressF3 toview additionalinformation
concerningEnGardeandtheinstallationprocess.

To run a normalinstallationprocesssimply pressenterto startthe installation.
If you wish to readmoreaboutRescueMode readthe next section,otherwise
youcanskip over thenext section.
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RescueMode
�

Rescuemodeis designedto be run by an experiencedsystemadministrator.
Rescuemodeis provided in the event your systemwill not boot. It contains
all thenecessarytoolsneededto troubleshootyour systemin caseof a system
failure.

UseRescueMode with cautionasyou in singleusermodeandalwaystreated
asthe’root’ user.

The Installer

OncetheLinux kernelfinishesbootingthe installerwill load. You will bepre-
sentedwith a “welcome”screenandsoonbeonyourway.

The installerwill promptyou for a few simplequestionsaboutyour hardware
andwhereto install it. Justfollow theon-screeninstructions.

NOTE Theautopartitionerwill automaticallyremoveall filessystemson/dev/hda,
or /dev/sdaif SCSIwasselected.You will looseall dataon thatharddisk.

OnceEnGardefinishesinstallingyou will configureyour network. Thedefault
network settingsareusedto connectto EnGardefrom anothermachineto run
theinitial configurationportionof theinstall. Thesesettingsareonly temporary
andwill bereconfiguredduringtheinitial installationprocess.

The laststepof the installationis to createa new user. A new usercanalsobe
createdduringtheiniitial configuration,soit is notnecessaryto dosohere.

NOTE When creatinga new useran SSH key is generatedfor that user. The
passphraseassociatedwith that userskey is the password given for the
user. You maycreatea new key for theuserfrom theconsoleor from the
WebTool if youwish to changethepassphrase.

Oncethe new useris createdyou can remove the bootablemediaand restart
yourmachine.
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CONFI
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GURI NG ENGARDE SECURE L I NUX

EnGardeSecureLinux comeswith aneasyto usefront-endfor installingtheop-
eratingsystem.Describedin thefollowing sectionarethesystemrequirements
to successfullycompletetheinstallationandrunEnGardeSecureLinux.

EnGardeSecureLinux alsoprovidesaneasyto useinterfacefor theinitial con-
figuration.Theinitial configurationis ranafterinstallationto configurethesoft-
wareon themachine,asopposedto theinstallationwhich configureshardware.
This interfacerequiresyou to configureit from anotherPC, via the included
cross-over cableto themachinecontainingEnGarde.Theclient PCcanbeany
operatingsystemandonly requiresa browserthat supportsSSL.Netscape4+
andInternetExplorer5+ will befine for doingthis.

The interfaceyou will beusingwill guideyou step-by-stepthroughthesetup
process. We will also outline the stepsin more detail in this manual. The
GuardianDigital WebTool will provide the completeability to configureyour
EnGardesystem.
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Configuring� the Client Machine

A client machineis requiredto configureEnGarde.You will needa crossover
cableto make the connectionfrom your PC to the EnGardemac8hine,or you
canput thembothon a hub. Theonly drawbacksarewhile thesystemis on a
hub it is vulnerablefrom othermachinesconnectedto thathubandthedefault
network settingscouldinterferewith othermachinesconnectedto thathub.

To configureyou client PCyou mustfirst startby disconnectingyour client PC
from thenetwork. Youcansimplydothisby unpluggingits network connection.
Thenchangeyour PC’s network settings.Don’t forget to write down your old
settingsto changebackto whenyou arefinishedsettingupEnGarde.

ChangeyourclientPC’snetwork settingsto thefollowing:

IP Address: 192.168.10.110
Subnet: 255.255.255.0
Broadcast: 192.168.10.255
Network: 192.168.10.0

Onceyou have changedyour settingsandthe changeshave taken effect, you
must make sureall your proxy settingsare disabled. To disableyour proxy
settingsin bothNetscapeNavigatorandInternetExplorerpleasereadAppendix
C.2. Onceall changeshave beenmadeto theproxy settingsyou will be ready
to connectto EnGarde.
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Connecting� to EnGarde

At this point you have your client PC’s network configurationsetup to work
with yourEnGardesystem,andyouhave it physicallyconnectedto yourPCvia
the includedcross-over cable. You arenow readyto connectto your EnGarde
system.

Startby poweringupyourEnGardesystem.Thereis a rockerswitchlocatedon
thefront panel.Hold thebuttondown until themachinestartsto poweron.

Now loadup thebrowseron your PC.Either InternetExplorer4+ or Netscape
Navigator 4+ is required. First you must make certain that you have proxy
serversdisabled.You will not beableto successfullyconnectto EnGardewith
proxyserversenabled.Typein thefollowing address:

https://192.168.10.100:1023

It will take a few momentsto connect.Oncethe connectionis madeyou will
be informedof a new certificate. GuardianDigital distributesEnGardewith a
certificategeneratedby oursecurityteam.Sincethecertificateis not issuedby a
certificateauthorityyou will bepromptedto acceptthecertificate.Instructions
on how to do this andmoreinformationconcerningcertificatescanbefoundin
AppendixD if necessary.

After acceptingthecertificateyou will bepromptedfor a login nameandpass-
word. This informationis pre-setto:

Login: admin
Password: lock&%box
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The login� andpassword arecasesensitive. During step2 of the initial config-
urationyou will bepromptedto changethepassword. You MUST changethis
password. Otherwiseit will remainlock&%box.
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Running� the Initial Configuration

Onceyou enterthe login nameand password you are in the EnGardeInitial
Configuration.

Now we are readyto start the initial configurationof your EnGardesystem.
Click ontheBegin Configurationbuttonto starttheinitial configurationprocess.

At the main screenyou will seea brief outline of the different stepsyou are
aboutto begoingthrough,eachwith a brief description.

From here you can start the initial systemconfiguration. It will guide you
throughstep-by-step.You can not skip stepshere. The next sectioncovers
eachstepof theconfigurationprocess.

Changethe Root Password

Thisfirst stepin theconfigurationis to settherootpassword. Therootpassword
will only beusedto login to thesystemfrom theconsole.Enterin a password
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thatis at� leastsix characters.Mixing numbers,lettersandavoidingwholewords
is recommended.A few exampleswould be to take a word like lockboxand
breakit upwith somelettersandnumbers.Youcanusethefollowing characters
aswell:

! @ # $ % ^ & * ( )

Soyoucanendupwith somethingalongthelinesof:

lock%$box

Whichwill bealmostimpossibleto guessevenmoredifficult to crack.

Youhave to enterthepasswordasecondtime to verify they match.

Changethe GD WebTool Password

TheGD WebTool password will beusedevery time you login to theWebTool.
We suggestmakingthis password differentfrom theroot password but still fol-
low thesuggestionsweofferedabove.
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Createa NewUser

You will now needto createa new user. Whenyou accessyour systemvia a
SecureShell (SSH)or from theconsoleyou will want to useyour regularuser
accountasoftenaspossible.This is recommendedfor securityreasonsandalso
for accidentsthatcanhappenwhenalwaysaccessingthesystemastherootuser.

You canselectEnableremotelogin sotheuserhasthecapabilityto connectvia
anSSHsecureconnectionto EnGarde.Beforea usercanSSHin though,their
key will have to be transfered.Informationon doing this via theGD WebTool
will becoveredin Section4.4.4Secure ShellManagement.
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Setupthe
�

Network Configuration

Now we arereadyto configurethenetwork settingsfor your EnGardesystem.
Thissectionis prettystraightforward.

Hostname The hostnameis anotherway of labeling your computer. Gener-
ally rememberingand typing in an IP addressfor a machineis more
difficult thenrememberinga domainname. For example,remembering
www.guardiandigital.com is not nearlyasdifficult asremember-
ing 63.87.101.80. You cansetthehostnameto any nameyou wish,
aslongasit doesn’t conflict with anotherhostnameon thenetwork.

Domain Name HerewesimplyneedtheFully-QualifiedDomainName(FQDN)
without the hostname.For exampleguardiandigital.com would
be enteredin for lockbox.guardiandigital.com. For morein-
formationconcerningdomainnamespleaseseeFQDN in theglossary.

IP Addr ess An IP addressis a uniquenumberusedto identify a computeron
a network. Generallyyou canpurchasea block of IP addressesyou are
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allo	 wed to useon the Internetor areassignedoneor moreIP addresses
from your serviceprovider. Enter in the IP addressyou want to assign
EnGardeto here.

Netmask The standardstructureof an IP addresscanbe locally modifiedby
using host addressbits as additionalnetwork addressbits. Essentially,
the“dividing line” betweennetwork addressbits andhostaddressbits is
moved,creatingadditionalnetworks,but reducingthemaximumnumber
of hoststhat canbelongto eachnetwork. Thesenewly designatednet-
work bitsdefineanetwork within thelargernetwork, calledasubnet.The
netmaskdefinesthesubnetmask. Entertheappropriatesubnetmaskfor
thenetwork, generally255.255.255.0.

Gateway Computerscanonly talk to othercomputersthatareon thesamenet-
work. To give a computerthe ability to talk to computerson another
network they mustcommunicatethrougha gateway. You mustdefinethe
IP addressof thegateway machinehere.

Primary DNSAddr ess TheprimaryDNSserver, alsoreferredto asthemaster
DNS server, controlstheDNS queriesfor your zone.Enterin theIP ad-
dressof your primaryDNS server. More detailedinformationregarding
primaryDNS serversandDNS canbefound in Section4.4.6DNSMan-
agement. If thismachineis to beconfiguredastheprimaryDNSfor itself,
enterit’sown IP address.

SecondaryDNS Addr ess The secondaryDNS server, also referredto as the
slaveDNSserver,is abackupto theprimary. If theprimaryserverdoesn’t
respondor returnsnodatathesecondaryDNSserverwill bequeried.This
sectionis optional if no secondaryDNS server exists on your network.
EntertheIP addressof thesecondaryDNS server if youwish to here.

Whenregisteringa domainnameon theInternet,throughNetwork Solu-
tions,for example,asecondaryservermustbeprovided.GuardianDigital
canassistyouwith this. Contactusshouldyou requireassistance.

DefineTrusted Hosts

In this areayou will have to supplya list of hoststhatareallowedto accessthe
GD WebTool. Youcanlist asmany hostsasyouwant,but werecommendlisting
only thosethatarenecessaryfor administration.EndingtheIP addresswith a 0
will specifyanetwork insteadof onemachine.
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You canlist themby IP address,andusea blankspaceasthedelimiterbetween
IP or hostname.

DefineYour Time Zone

This sectionallows you to setyour time zone.You have a selectionof thefour
majortime zonesin thecontinentalU.S.SelectSaveSettingsto finish thesetup
process.Thiswill enabledefaultnetwork timeserviceswhichcanbeconfigured
laterif necessary.
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Setup Servicesthat are Activeat Boot

Here you have a selectionof different servicesthat areavailable during boot
time. You canselectwhich onesyou wish to turn on andoff be selectingthe
checkboxes.It is recommendedyouonly activateservicesyouwill beusingon
this EnGardesystem.

Summary

The informationyou enteredduring the Initial Configurationwill now be dis-
playedbackto you for confirmation,asshown in thenext screenshot.If every-
thing is correctclick theConfirmbuttonto completetheconfigurationprocess.

Click theStartOverbuttonto restarttheconfigurationprocess.
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Reboot

All theinformationfrom yourconfigurationis now savedonyourEnGardesys-
tem.SelecttheRebootbuttonandthesystemwill bereadyto go.
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NOTE: Beforethemachinerebootsyou will bereturnedto the login screen.This
is necessaryfor a successfullsystemlogout. You do not needto log back
in.

Remove your crossover cableandplug your EnGardesysteminto thenetwork.
Youarenow readyto startadministeringyourserver.
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GI NG A USER’ S PASSWORD

As discussedearliertheadministratorhastheability to changeauserspassword
from the GD WebTool. To increasesecurity, the GD WebTool doesnot allow
any userbut theadministratoraccessto thosesectionsof theWebTool. To allow
a userto changetheir own password themselves,a separateURL is provided.
By goingto:

https://engarde.guardiandigital.com:1022

Theusercanlogin with theirnormallogin nameandpassword. In theaboveex-
amplereplaceengarde.guardiandigital.com with theFQDN of your
server.

NOTE: Theaddressis very similar to theregularWebTool but noticetheport you
areconnectingto. Theport1023 is usedfor theWebTool, while 1022 is
theuserpassword utility, asin theexampleabove.

If thedefaultGuardianDigital certificatestill remainsonthesystemtheuserwill
bepromptedto acceptit. Instructionson acceptinga certificatecanbefoundin
AppendixD.

Oncetheusersuccessfullylogsin to thesystemthey will bepresentedwith the
following screen.

16 QuickGuide



Herethey mustenterin theirold passwordfirst, followedby theirnew password
twice. Thenew password is requiredtwice to doublecheckfor typingerrors.

Wheneverythingis enteredin you may click the Change Password button for
thechangesto take effect. Thesechangestake effect immediately. Pleasenote,
youcanabortthisprocessatany timeby clicking theAbort button.
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QUI C� K START GUI DE

This sectionis intendedto give an overview of the functionsof the Guardian
Digital WebTool. After readingthis appendix,the readershouldbe able to
performthe stepsrequiredto setup a domainto receive mail, configureDNS
services,andserve Webpages.If your EnGardesystemwill not beusedto per-
form all of thefunctionslistedabove, it is especiallyimportantthatyoureadthe
UserGuideandhave a full understandingof eachof the servicesyou will be
configuring.

Beforefollowing theexamplebelow, yourEnGardesystemshouldhavealready
undergoneinitial configurationandbepluggedin andoperatingona network.

To obtaina fastandmostaccuratesetup,follow thestepsin thedescribedorder.
Onceyou have successfullycompletedeachstep,proceedin orderto the next
step.Therearefour primarystepsrequiredto configureEngarde:

1. Configurethenetwork interface

2. ConfiguretheDNS Server

3. ConfiguretheMail Server

4. ConfiguretheWebServer to preparefor normalandsecurewebsites

After the initial configurationof your EnGardesystem,the basicsystemand
networking functionsareoperatingcorrectlyandis readyto configurea sample
store.Wewill beconfiguringourexampleEnGardesystemto usethefollowing
initial valuesenteredwhenEnGardewasconfigured:

Hostname: myserver

Domain Name: mydomain.com

IP Addr ess: 192.168.1.70

Netmask: 255.255.255.0

Gateway: 192.168.1.1

Primary DNSAddr ess: 192.168.1.70

SecondaryDNS Addr ess: 192.168.1.60

In this example,we will be creatingthe domainengardelinux.com that
will behostingourDNS,routingmail, andservingwebpages.
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Network Interfaces

Beforeany interfacesarecreatedyouwill needto know thefollowing:

� EachSSL-basedwebsiterequiresits own IP address.If moreSSL-based
websitesareto beserved,thenanew interfacemustcreatedonanotherIP
addressfor eachwebsite.

� Therecanbemany normalwebsiteson thesameIP address,given there
is aNameVirtual Hostdefinedin theWebserver. SeetheSection4.3Vir-
tual HostManagementin theUserGuidefor moreinformationon Name
Virtual Hosts.

Example:

In theWebTool, click on SystemManagement, andthenclick on NetworkCon-
figuration. Therewill alreadybeaninterfacedefinedas:

Wewantto setupaseperateIP addressfor www.engardelinux.com, since
we will becreatinga Secure WebServeron it. Click on Adda New Interfaceto
do this. We arenow promptedfor our information,atwhichpointweenter:

IP Addr ess: 192.168.1.71

Netmask: 255.255.255.0

After clicking theCreatebuttonthePersistentInterfacesscreenwill look like:

We have now successfullyconfiguredournetwork interface.
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DNS Ser
 ver

The DNS Server is the mechanismthat provides nameto IP address,and IP
addressto namemappings.It alsoprovidesthe informationnecessaryfor mail
to beproperlyrouted.DNS wascreatedbecauseIP addressesareoftenhardto
remember. DNS is usedto mapthataddressto a name,which is mucheasierto
remember.

Whentypinghttp://www.guardiandigital.com into a Webbrowser,
for example,theDNSservertranslatesthehostname(www.guardiandigital
.com) into the IP addressassociatedwith www.guardiandigital.com.
The browser then sendsthe requestto that IP addressand respondswith the
informationavailableat thataddress.

DNScontainsanumberof uniquecharacteristicsabouteachhost.Eachcharac-
teristic formsa ’record’ in thedatabasethatstorestheDNS information. DNS
"zones"areregionsof IP addressesor namesfor whichaparticularorganization
is responsible.

Addr essRecords This is a recordthatprovidesa hostnameto beassignedto
anIP address.All hostnamesareassociatedwith anIP address.

NameServer Records This is a recordthatdefineswhatnameserversarere-
sponsiblefor the zone. In mostcases,this will be the sameasthe host-
nameof themachine.Do not alter theserecordsunlessyou have anex-
plicit reasonto.

NameAlias Records Thisisarecordwhichprovidesan"alias"for apre-existing
hostname.Theremaybemultiplealiasesfor asinglehostname.

Mail Server Records This is a recordwhich providesthe informationneces-
saryto correctlyroutemail to correctlydeliver electronicmail. Multiple
e-mailserversmaybedefinedfor thesamedomain,eachwith a differing
priority. Serversdefinedwith a lower numberhave a higherpriority and
mail will bedeliveredto thesehostsfirst.

Example:

Becausewe arecreatinga new domain(engardelinux.com), we mustcre-
atea new forward zonefor it. BeforeEnGardecanbe configuredto provide
DNS for this domain,it musthave beenlisted amongthe list of authoritative
nameserversfor this domain.
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From the� SystemManagementmenu,selectDNSManagement. The next step
will be to createa new masterzone. Click on the Createa New MasterZone
link.

LeavetheForward (Namesto Addresses)buttoncheckedsincethatis thetypeof
zoneto becreated.Keepthedefault valueof Masterserver. Therestthe input
lookslike:

Domain name: engardelinux.com

Email Addr ess: administrator@engardelinux.com

Leave the Allow transfers from... set to Allow None, and the Allow queries
from...setto Allow Any. For moreinformationonthesefieldspleasereferto the
full manual.

Click on theCreatebutton to seethenew zonein thezonelisting. To addthe
recordsfor ourexample,click on theengardelinux.comlink.

Addr essRecords

Hostname: www.engardelinux.com

Addr ess: 192.168.1.71

Hostname: mail.engardelinux.com

Addr ess: 192.168.1.71

NameAlias Records

Alias: sales.engardelinux.com

RealName: www.engardelinux.com

Mail Server Records

Mail Server: mail.engardelinux.com

Priority: 10

At this point we have successfullycreatedwww.engardelinux.com and
mail.engardelinux.com to go to 192.168.1.71.

We have now successfullyconfiguredtheDNSrecordsfor oursampledomain.
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Mail Ser
 ver

Themail server providesthemechanismto deliver e-mail to a recepienton the
Internet. Whenan e-mail is sent,the mail server is instructuedto deliver the
messageto theremotemail server responsiblefor therecepient’s domain.

Example:

To configuree-mail for our new domain,we mustcreatea new Mail Domain.
From the SystemManagementsectionselectMail ServerManagement. Then
selectDomainManagement.

We wantto Create[a] New Domainwith thefollowing values:

Domain: engardelinux.com

Postmaster: ryan

This assumesthat thereis a usernamedryan on the system. Now EnGarde
hasbeenconfiguredto receive mail for engardelinux.com. Thelocal user
ryan hasbeendefinedasthePostmaster. More informationon the"Postmaster"
accountis availablein Section4.4.5Mail ServerManagement theUserManual.

Oncethemail domainis created,individualuseraccountscanbeaddedby click-
ing on theengardelinux.com link:

Example1:

E-Mail Username: administrator

Recipient: christi

Example2:

E-Mail Username: info

Recipient: christi

Example3:

E-Mail Username: webmaster

Recipient: ryan
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Example� 4:

E-Mail Username: sales

Recipient: fred@guardiandigital.com

Herefour e-mailaddressesaredefined.Thefollowing tableshows thedestina-
tion of variouse-mailaddressesaccordingto theexamplesdefinedabove:

Mail SentTo: Final Recipient:
administrator@engardelinux.com christi

info@engardelinux.com christi

webmaster@engardelinux.com ryan

sales@engardelinux.com fred@guardiandigital.com

ryan.maple@engardelinux.com ryan

We have now successfullyconfiguredourMail Server.

WebServer

TheWebServer is themechnismfor servingwebsites.Therearetwo typesof
websites:normalandsecure. Securewebsitesutilize SSLencryptionto provide
securityfor sensitive applicationssuchas e-commerce.Normal websitesare
simplysitesthatdonotutilize SSL.

Securewebsitesrequiretwo things:a certificateanda key. It canbethoughtof
in the following context: thecertificateis whatverifiesyour identity (authenti-
cation),andthekey is what providesthesecurity(encryption).The certificate
andkey arealsotightly tied into eachother;they area matchingpair.

Thefirst time a userconnectsto a securesite, their browserwill storethe cer-
tificate. Every subsequenttime the userconnectsto the site it verifiesthat the
certificateis thesameto ensurea secureconnection.This providestheencryp-
tion portionof theprocess.

For moreinformationoncertificiatespleasereferto thefull UserGuide.

Example:

To configurethe Web server for our new domain,we mustset themup in the
Virtual HostManagementsection.
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To create� thenormalsite,go to Virtual HostManagement, andselectCreatea
Virtual Host. We usethefollowing values:

Addr ess: 192.168.1.71

Administrator E-Mail : webmaster@engardelinux.com

Server Name: www.engardelinux.com

Webmaster: ryan

For Group, we want to first Create[a] Group namedengardeweb, and then
selectit.

Group: engardeweb

If a databaseis necessaryfor this site,thenwe checktheCreatea databasefor
this siteboxandenterin thevalues:

Username: engardeweb

Password: e!nga#rde

We have now successfullycreatedthenormalwebsite.

Likewise, to createthe securesite,go to Virtual Host Management, andselect
CreateanSSLVirtual Host. We usethefollowing values:

Addr ess: 192.168.1.71

Administrator E-Mail: webmaster@engardelinux.com

Server Name: www.engardelinux.com

Webmaster: ryan

Group: engardeweb

We have now successfullycreatedthesecurewebsite.

Oncethis is done,thefollowing directoriesfor thenormalsitewill becreated:
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/home/httpd/www.engardelinux.com-80/cgi-bin�
/home/httpd/www.engardelinux.com-80/html
/home/httpd/www.engardelinux.com-80/logs

And thefollowing directoriesfor thesecuresite:

/home/httpd/www.engardelinux.com-443/cgi-bin
/home/httpd/www.engardelinux.com-443/html
/home/httpd/www.engardelinux.com-443/logs
/home/httpd/www.engardelinux.com-443/ssl

Oncetheabovestepshavebeencompleted,EnGardeis readyto servewebpages
for thefollowing sites:

http://www.engardelinux.com/
https://www.engardelinux.com/

The next stepis to populateyour siteswith content. For moreinformationon
this andthemany otheraspectsof theWebTool, pleasereferto theUserGuide.
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ENGA
�

RDE CONNECTI VI TY

Sofar theonly waywespokeof to connectto yourEnGardesystemwasvia the
GD WebTool utility. To gain remoteaccessyouhaveanothersecurealternative.
We provideSSHconnectivity to yourEnGardesystem.

Sincetelnet is extremelyinsecure,it is notprovidedonyoursecureEnGarde.
SSHuses1024bit encryptionto protectyourconnection.

SecureShell (SSH)is a programfor logging into a remotemachine,aswell as
for executingcommandsonaremotemachine.It is intendedto replacerlogin
andrsh, andprovidesecureencryptedcommunicationsbetweentwo untrusted
hostsoveraninsecurenetwork.

SSHconnectsandlogsinto thespecifiedhostname.Theusermustprovehis/her
identity to the remotemachineusing one of several methodsdependingon
the protocol versionused. For more information on SSH pleasevisit www.
openssh.com, theOpenSSHProjecthomepage.
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ECTI NG FROM W I NDOWS 9X /M E/NT/2000

Windows-basedsystemsonly includetelnet capability. Therefore,we have
includeda utility to make a secureconnectionto your EnGardesystemfrom
a Windows host. MindTerm is a secureSSHclient includedon your EnGarde
CD-ROM thatwasshippedwith yourEnGardesystem.It canbefoundin the
x:\dosutils\mindterm directory. Replacethe”x”, in thepreviousstate-
mentwith thedrive letterof your CD-ROM drive. Installationinstructionsare
in thenext section.

MindTermprovidesyoutheability to makeanSSHconnectionto yourEnGarde
system. You will be on a secure,1024bit encryptedconnection. MindTerm
performsX-Termemulation.You alsohave SCPcapabilitieswhich allows you
to copy files securelyover anSSHconnection.SCPwill be fully explainedin
theMenussection.

Installing MindTerm

We have includedaninstallerfor Windows basedsystemsto use.You canfind
the installer in x:/dosutils/mindterm/setup.exe. You can type in
thecommandby clicking theStartbutton,thenselectingRun. Youcanalsoclick
on My Computer, selectyou CD-ROM drive, thenthedosutilsfolder, followed
by themindtermfolderandfinally selectingthesetup.exe file. Thiswill start
theMindTerminstaller.

Oncethe installerstarts,you will have a few options.You will have to choose
thedirectoryyou wish to install MindTerminto. Thedefault is c:\Program
Files\mindterm. We suggestleaving the default. You canthenselectthe
installerto createaniconon your desktopfor MindTermand/oranicon in your
StartMenu.Thesearebothturnedonby default.

Onceyou have madeyour selection,selectInstall, which will confirmyour se-
lections. If you aresatisfiedwith your settingsselectOk andMindTerm will
startinstalling. You will seeall theMindTermfiles scrolling in thewindow as
they areinstalled.Whentheinstallationis donea messagebox will appearsay-
ing: “MindTerm installationsuccessful!”. You canclosethis box andnow use
MindTerm. If you selectedthe option to install the icon on your desktopyou
will seeit there.If youalsohadtheinstallercreatetheStartMenuiconyouwill
find StartMenu->Programs->MindTerm->MindTermandReadme. Thereadme
is detailedinformationaboutMindTermandhow to useit. We will becovering
ageneralusageof MindTermin thenext section.
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NOTE: MindTermis distributedfree.Thereareotherprogramsfor Windows such
asTeraTermandSecure-CRT thatwill alsowork with your EnGardesys-
tem.

Running MindTerm

MindTerm usesa public/private key cryptography systemto connectto your
EnGardesystem.A publickey is akey theuseris assignedthatcanbegivenout
to anyone. At the sametime they arealsogiven a privatekey that no onecan
have. The public key is thenchecked against the privatekey for authenticity.
In thecaseof EnGardeSecureLinux they privatekey is storedon EnGardeand
MindTermpassesthepublic key to EnGardefor authenticity.

You canstartup MindTerm by eitherdoubleclicking on the MindTerm desk-
top icon or choosingit from the Start Menu, Start->Programs->Mindterm-
>Mindterm. After a few momentsyou will be displayedwith the MindTerm
screen.

WhenyoustartedupMindTermyoumayhave noticedaMS-DOSPromptwin-
dow appearand it may be locatedbehindyour MindTerm window. You may
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minimize this window but do not closeit. The MS-DOSPromptwindow will
closewhenyoushutdown MindTerm.

At thispointyouwill needto setupMindTermsothatit knowswhereto connect
to, who you areandwhat key to use. First you musthave a valid useron the
systemyou aretrying to connectto. If you do not have a user, areuncertainof
theusernameor forgot your password thencontactyour systemadministrator.
To view and/ormodify any of theinformationmentionedpleasereferto Section
4.4.1,UserAccountAdministration.

You arealsorequiredto have a key for the system.The key providesthe en-
cryptedinformationMindTermrequiresincludingyour password, to authorize
youto connectto theremotehost.Whenyouraccountwascreatedby thesystem
administrator, a key shouldhave beengivento you. If you do not have this key
pleasecontactyoursystemadministrator. To generateanew key referto Section
4.4.4Secure ShellManagement.

To enterthis informationinto MindTermselectSetting->SSHConnection...

This will pop up a window labeled“MindTerm - New Server”. Hereyou will
needto enterin the informationmentionedabove. Eachfield will bedescribed
below.
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Server In this field you will needto enterin eitherthe IP addressor thename
of the server you are trying to connectto. In our exampleabove we
want to connectto lockbox.guardiandigital.com. Solock-
box.guard
iandigital.com wasenteredin to theserverfield.

Port This field shouldbe presetto port 22, the default SSHport. We suggest
leaving this asis.

Username Hereyou will needto enterin theusernameyour systemadminis-
tratorhasgivenyou for theserver. In our examplewe aretrying to login
asuseradmin. Thisusernamewill automaticallybepassedto MindTerm.
Soyou will only needto supplya password whenyou login. adminwas
enteredin to thefield.

Cipher In this field you will have a pull-down menugiving you a selection
of different cipher methods. A cipher is a methodof encryptingplain
text informationinto encryptedinformation. Thereareseveral different
methods.By defaultEnGardeis setto use3DES. Checkwith yoursystem
administratorto seeif they have changedthecipher.

Authentication Hereyou will needto selectyour authenticationtype. Theau-
thenticationtypeis themethodthatwill beusedto authenticateyouwhen
you log in. By default RSAis used. RSAusesa public andprivatekey
scheme.Whenyour accountwascreated,you shouldhave beengivena
key to be usedwith the server. Formsof authenticationotherthanRSA
arenotsupportedonEnGarde.
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Identity Here is where you will enter in the path to your key. By default
MindTermwill searchin c:\Windows\Java\mindterm for keys. It
wouldbeappropriateto placeyourkey in thisdirectorywhenit is givento
you by your systemadministrator. You canusethe“...” buttonto browse
throughotherdirectoriesonyour localmachine.A key will generallyend
with .key.

Onceall the information hasbeenfilled in you, can selectthe OK button to
continue.Youwill bebroughtbackto thescreenyoubeganon.

Onceyou click theOK buttonMindTermwill attemptto make a connection.If
you have never connectedto theserver beforeyou will beaskedif you want to
addthehostto yourhostkey list. AnswerYesto this question.
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Oncethe dialog box is removed, if the connectionwassuccessfulyou will be
promptedfor yourpassword.

If you do not have the above screenthenyou mostlikely received anerror. A
coupleof commonerrorsare:

Unknown Host: Youwill receivethiserrorif thenameor IP addressof thehost
wasnot foundor is not responding.Checkwhatyou enteredin theSSH
Optionsscreenabove.

Server refusedour key Youwill receivethiserrorif thekey youareusingdoes
not correspondto thekey on theserver. This canbecausedif thekey on
theserver haschanged,you arepointingMindTermto thewrongkey, or
your key is invalid. Doublecheckyour settingsin the SSHOptions. If
you arecertainyou arepassingthecorrectkey, thena new key mayhave
to begenerated.Contactyoursystemadministratorif this is thecase.

At the password promptdisplayedabove, enterin your password that wasas-
signedto you by your systemadministrator. If you enteredin the password
correctlyyouwill now beloggedinto thesystem.
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At this point youarereadyto interactwith thesystem.

By defaultyouwill beusingaBashshellinterface.Breif informationconcerning
how to usetheBashshellcanbefoundin AppendixC of theUserManual. There
arealsonumerousbooks,on-lineguidesandtutorialsconcerningBashusage.

Now would probablybea goodtime to save your settings.Saving your settings
allows MindTerm to storethe informationyou enteredinto the SSHConnec-
tion... dialogsoyoudon’t have to re-enterthedatain every time.
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To save yoursettingsselectFile->SaveSettings.

Toexit thesystemtypeexit. Youwill bebroughtbackto theSSH Server/Alias:
prompt. At this point you canshutdown MindTerm by clicking the ’X’ in the
corneror from themenu,File->Exit.

It is highly recommendedthatyou log outof theserverusingtheExit command
beforeshuttingdown MindTermsoyouareproperlyloggedout.

SecureCopy (SCP)

TheSecureCopy (SCP)is a methodof copying files over a securedSSHcon-
nection.MindTermsupportsSCP.

To copy files to andfrom theservervia SCPyouwill first needto beloggedinto
thesystem.Readthesectionaboveonloggingin with MindTerm.Youwill then
have theability to SCPby selectingFile->SCPFile Transfer....

34 QuickGuide



SelectingtheSCPFile Transfer... optionwill bringyou to thefollowing screen:

Hereyoucanselectfilesanddirectoriesto copy to andfrom. Wildcardsarealso
acceptedhere.

Youhaveafew optionsonthisscreen.TheChangeDirectionbuttonwill change
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whetheryouarecopying files form your localmachineto theserver, or copying
files from theserver to your local machine.Clicking on thebuttonwill reverse
this eachtime.

Youwill alsonoticethereis acheck-boxfor Recursivecopy. Thiswill allow you
to enterin adirectoryin thefield youarecopying from andit will automatically
copy everythingin thatdirectoryandevery directorybelow it.

Finally youhaveonelastoption,Lowpriority. Selectingthiswill allow theSCP
file transferto takeplacein thebackgroundsoyoucanwork while it’s copying.
It will take longer to copy files usingthis methodbut it will also free system
resourcesandbandwidth.

Whenyou arereadyto startcopying files you canclick theStartCopybutton.
MindTermwill thenmakeanSCPconnectionto theserverandstartcopying the
files. You will seethefollowing dialogappeargiving you thecurrentstatuson
thefile transfer.

Oncethecopy is finishedyou canclick theDonebutton to closethedialog. If
you don’t needto transferany morefiles at themomentyou canclick theClose
Dialog buttonin theSCPFile Transferdialogto closeit.

Youarenow donecopying yourfiles andnow maywork with them.

NOTE: More informationconcerningMindTermcanbefoundin theUserGuide.
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Connecting� fr om Unix

Thefirst thingyouwill needto connecttoyourEnGardesystemis anSSHclient.
ForUnix thereisOpenSSH.YoucandownloadOpenSSHfromhttp://www.gua
rdiandigital.com/tools. Youwill alsofind OpenSSL,asyouwill need
thistoo. If youwishto downloadOpenSSLyoucanfind it athttp://www.gu
ardiandigital.com/tools. A versionof OpenSSLandOpenSSHare
includedon theEnGardeCD-ROM.

If you areusingWindows, usethe includedMindBright MindTerm software.
You canfind it on theEnGardeCD-ROM underthedosutilsdirectory. Instruc-
tionson installationandusagecanbefoundin theprevioussection.

USI NG OPENSSH

Thefirst thingyouwill haveto dois createauser. This is eitherdoneby logging
in as root at the consoleand running adduseror addinga userfrom the GD
WebTool utility.

If you usethe GD WebTool utility to createthe userreadSection4.4.1User
AccountAdministration onhow to accomplishthis.

If youdecideto createtheuserfrom theconsoleusethefollowing steps:

As the root userrun adduserby typing adduserat the prompt. adduserwill
promptyou for ausername.Entertheusernameyouwish to give this user.

Oncethis is doneyou will be backat the prompt. You now needto give this
usera password for them to useto accesstheir account. Type passwduser-
name. In placeof usernamewill betheusernameyouassignedto theuser. This
will promptyou for a password andthenpromptyou again for thepassword to
confirmit.

Oncethatis doneinstallOpenSSLandOpenSSHonyourclientmachine.

NOTE: You mustberootduringtheinstallationof OpenSSLandOpenSSH.

OndistributionsusingRPM:

$ rpm -Uhv openssl-0.9.4_i386.rpm
$ rpm -Uhv openssh-1.2.3_i386.rpm
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In Debian(or any distribution usingDPKG):

$ dpkg -i openssl-0.9.4.dpkg
$ dpkg -i openssh-1.2.3.dpkg

And from tar files:

$ tar zxvf openssl-0.9.4.tgz
$ tar zxvf openssh-1.2.3.tgz
$ cd openssl-0.9.4
$ ./configure
$ make
$ make install
$ cd ../openssh-1.2.3
$ ./configure
$ make
$ make install

Younow mustcreateakey for yourself.Youcancreateakey with OpenSSHby
typing:

$ ssh-keygen
Generating RSA keys: ......ooooooO.................ooooooO
Key generation complete.
Enter file in which to save the key (/home/nick/.ssh/identity):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:

It will promptyoufor afilenametosavethekey in. Thedefaultidentity.pub
will befine. It will thenpromptyou for a new passphrase.After enteringyour
passphrasetwice,yourpublic key will thenbegenerated.

Onceyou have your key e-mail it to your systemadministratorand they will
insert it in to the systemproperly. ReadSection4.4.4Secure ShellManage-
mentfor moreinformation. Oncethis hasbeencompletedyou will be ableto
successfullySSHin to thesystem.

For moreinformationon SSHandusingSSHpleasereadtheSSHFAQ which
canbefoundat:

http://www.linuxsecurity.com/docs
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ACCE
�

PTI NG AN UNSI GNED CERTI FI CATE

During theinitial login duringtheconfigurationof yourEnGardesystemand/or
whenconnectingto theGD WebTool you will bepromptedwith the following
screen:

Your browserwill askyou if you wantto acceptthecertificateattachedto your
EnGardesystem. The reasonfor this is GuardianDigital hassignedthe cer-
tificate and is not a CertificateAuthority (CA) suchas Verisign and Thawte.
Having thiscertificatesignedby aCA is notnecessarysinceyoucanverify that
youareconnectingto yourown EnGardesystem.

Soyouwill wantto acceptthis certificate.Click theNext buttonto continue.

EnGardeSecureLinux 39



Thisnext screenwill displaybrief informationconcerningthecertificate.There
is a buttonyou canclick, More Infor... for detailedinformationconcerningthe
certificate.Click Next to continue.
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Now youwill beaskedin whatwayyouwantto acceptthiscertificate.Youhave
threeoptionshere.Thefirst optionwill only acceptthecertificatefor thecurrent
session.So whenyou shutyour browserdown you will be promptedwith the
samescreensthenext timeyou try to login to theGD WebTool.

The secondoption will tell your browser to never acceptthe certificate. This
will lock yououtof GD WebTool.

Finally thethird optionwill acceptthecertificateuntil it expires.Whenit expires
anda new certificateis put in it’s placeyou will bepromptedagain with these
samemenus.

If you will be doing your administrationvia the GD WebTool on the current
machineit is recommendedyou selectAcceptthis certificateforever (until it
expires)option.Onceyouhave madeyourdecisionselecttheNext button.
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This fourth screenwill inform you of the possibility of fraud and insecurity
whenusingan unsignedcertificate. Sinceyou know EnGardeandcertificate
bothcamefrom GuardianDigital you canbecertainyour connectionanddata
will besecure.
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Thisis thefinal stepandwill inform youof yourdecisionto acceptthecertificate
andverify youroptions.Click Finish to fully acceptthecertificateandenterthe
GD WebTool.
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