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INSTALLING ENGARDE SECURE LINUX

The installationprocedurds mostly automatedandrequiredvery little interac-
tion to install the operatingsystem.

Theinstallationprocesss startedby bootingto the EnGardeSecure.inux CD-
ROM. If your systemdoesnot supportthe CD-ROM drive asa boot device or
cannot bootto the CD for otherreasons bootfloppy mustbe created.If you
canbootwithout difficulty skip thefollowing section.

NOTE: The CD will bootfrom a SCSICD-ROM drive, if configuredto do
soin your systemsBIOS but it will notinstall from a SCSICD-
ROM drive. It mustbeinstalledvia an ATAPI CD-ROM drive.

Installing EnGarde with a boot floppy

Thefirst stepfor usingafloppy asyourbootdeviceis to createyour bootfloppy.
Includedonyour EnGardd.inux CD areseveralDOS utilities alongwith aboot
image. The bootimagecanhbe found on the CD in /boot/boot.img. Thereare
two waysto createa bootfloppy usingthe bootimage.

If youarerunningin Linux, usinga blankfloppy, you cantypethefollowing:
# dd if=../boot/boot.ing of=/dev/fd0 bs=1k

This will run a disk dumpof the boot.imgdirectly to the floppy. If you arein
a DOS basedsystemyou mustusean includedprogramcalled’rawrite’. The
rawrite programcan be found in x:\dosutils\ravrite.exe. 'x’ beingthe drive
letter of your CD-ROM.

To createa bootfloppy youwould enterthefollowing:
x:\dosutils\rawite.exe -f x:\boot\boot.ing -d a:

You will now have afloppy with the EnGardeSecurelinux installeronit and
readyto be booted.Rebootyour systemwith thefloppy inserted.

Boot Menus

Whenyoufirst bootyouwill bepresentedvith apromptandasmallmenu.You
canpresgeturnto continueonwith anormalinstallation,press=2 to view more
informationconcernindgRescueviodeor press=3 to view additionalinformation
concerningenGardeandtheinstallationprocess.

To run a normalinstallationprocesssimply pressenterto starttheinstallation.
If you wish to readmore aboutRescueMode readthe next section,otherwise
you canskip over the next section.
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RescueMode

Rescuemodeis designedto be run by an experiencedsystemadministratar
Rescuemodeis provided in the event your systemwill not boot. It contains
all the necessaryools neededo troubleshootyour systemin caseof a system
failure.

UseRescueMode with cautionasyou in singleusermodeandalwaystreated
asthe’root’ user

The Installer

OncetheLinux kernelfinishesbootingtheinstallerwill load. Youwill bepre-
sentedwith a“welcome” screerandsoonbe on your way.

The installerwill promptyou for a few simple questionsaboutyour hardware
andwhereto installit. Justfollow the on-screernnstructions.

NOTE Theautopartitionerwill automaticallyremoveall filessystem®n/dev/hda,
or /dev/sdaif SCSlwasselectedYouwill looseall dataon thatharddisk.

OnceEnGarddinishesinstallingyou will configureyour network. The default
network settingsare usedto connectto EnGardefrom anothemachineto run
theinitial configurationportionof theinstall. Thesesettingsareonly temporary
andwill bereconfiguredduringtheinitial installationprocess.

Thelast stepof theinstallationis to createa new user A new usercanalsobe
createdduringtheiniitial configurationsoit is notnecessaryo dosohere.

NOTE When creatinga new useran SSHkey is generatedor that user The
passphrasassociatedvith that userskey is the passverd given for the
user You may createa new key for the userfrom the consoleor from the
WebTool if youwishto changethe passphrase.

Oncethe new useris createdyou canremove the bootablemediaand restart
your machine.
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CONFIGURING ENGARDE SECURE LINUX

EnGardeSecurd.inux comeswith aneasyto usefront-endfor installingtheop-
eratingsystem.Describedn thefollowing sectionarethe systemrequirements
to successfullycompletetheinstallationandrun EnGardeSecurelinux.

EnGardeSecurelinux alsoprovidesaneasyto useinterfacefor theinitial con-
figuration. Theinitial configurationis ranafterinstallationto configurethe soft-
wareon themachine asopposedo theinstallationwhich configureshardware.
This interfacerequiresyou to configureit from anotherPC, via the included
cross-@er cableto the machinecontainingenGarde.Theclient PC canbe ary
operatingsystemand only requiresa browserthat supportsSSL. Netscapet+
andInternetExplorer5+ will befine for doingthis.

The interfaceyou will be usingwill guideyou step-by-steghroughthe setup
process. We will also outline the stepsin more detail in this manual. The
GuardianDigital WebTool will provide the completeability to configureyour
EnGardesystem.
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Configuring the Client Machine

A client machineis requiredto configureEnGarde.You will needa cross@er
cableto make the connectionfrom your PCto the EnGardemac8hine or you
canputthembothon a hubh The only dravbacksarewhile the systemis on a
hubit is vulnerablefrom othermachinesonnectedo thathub andthe default
network settingscouldinterferewith othermachineconnectedo thathuh

To configureyou client PC you mustfirst startby disconnecting/our client PC

from thenetwork. You cansimply dothis by unpluggingits network connection.
Thenchangeyour PC’s network settings.Don’t forgetto write down your old

settingsto changebackto whenyou arefinishedsettingup EnGarde.

Changeyour client PC’s network settingsto the following:

| P Address: 192.168.10. 110

Subnet : 255. 255. 255.0
Br oadcast : 192. 168. 10. 255
Net wor k: 192. 168. 10.0

Onceyou have changedyour settingsand the changeshave taken effect, you

must make sureall your proxy settingsare disabled. To disableyour proxy

settingsin both NetscapeéNavigatorandinternetExplorerpleasereadAppendix
C.2 Onceall changehave beenmadeto the proxy settingsyou will be ready
to connecto EnGarde.
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Connectingto EnGarde

At this point you have your client PC’s network configurationsetup to work
with your EnGardesystemandyou have it physically connectedo your PCvia
theincludedcross-@er cable. You arenow readyto connectto your EnGarde
system.

Startby poweringup your EnGardesystem.Thereis arocker switchlocatedon
thefront panel.Hold the buttondown until the machinestartsto power on.

Now load up the browseron your PC. Either InternetExplorer4+ or Netscape
Navigator 4+ is required. First you must make certainthat you have proxy
senersdisabled.You will notbeableto successfullyconnectto EnGardewith
proxy senersenabled Typein thefollowing address:

https://192. 168. 10. 100: 1023

It will take a few momentsto connect. Oncethe connectionis madeyou will
be informedof a new certificate. GuardianDigital distributesEnGardewith a
certificategeneratedby our securityteam.Sincethecertificateis notissuedby a
certificateauthorityyou will be promptedto accepthe certificate. Instructions
on how to do this andmoreinformationconcerningcertificatescanbe foundin
AppendixD if necessary

After acceptinghe certificateyou will be promptedfor alogin nameandpass-
word. Thisinformationis pre-seto:

Logi n: admin
Passwor d: | ock&box

Login to the GD WehTool

Please enter a valid username and password,

Fouwil be logged out after 15 minutes of
inactivity,

Username iI

Password |
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Thelogin andpassverd arecasesensitve. During step2 of the initial config-
urationyou will be promptedto changethe passverd. You MUST changethis
passverd. Otherwiseit will remainlock&%box
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Running the Initial Configuration

Onceyou enterthe login nameand passverd you are in the EnGardelnitial
Configuration.

Now we are readyto startthe initial configurationof your EnGardesystem.
Click ontheBeagin Configuation buttonto starttheinitial configuratiorprocess.

« 5 Guaroan DIGITaL EnGarde

S e cure Linwx

Initial Configuration
Thank yem fur purchazing & Linnx Lsckbe!

Before you can use your new prodect you must go through this nibial configuration process. When the process is complets you wil
e azbed {n reboot your machine 5o the new changss Seke e

uikial Conliguralinn Seps

1. Change roel Passwerd Change i misler syslem passward

2, Chaiige GO WaliTaol Pasawent CHangs e paseird b Adminislrate wilh e GO WebTenl
3. Creabe Hew IMEer Crigibe & Mi-SEFy USET OF 1 #iabem

4. Hetwark Conllguratian Frepare e macking b0 be used on & network

%. Delme Trwsted Hosts Gree aled of |F addreszes which can admiristrade The machine:
§. Dolme Timezone Grew abed of IF addressss which can admicistraie the machine

Eagin Corfiguration

At the main screenyou will seea brief outline of the different stepsyou are
aboutto be goingthrough,eachwith a brief description.

From hereyou can start the initial systemconfiguration. It will guide you
through step-by-step. You can not skip stepshere. The next sectioncovers
eachstepof the configurationprocess.

Changethe Root Password

Thisfirst stepin theconfigurations to settheroot passverd. Theroot passverd
will only be usedto login to the systemfrom the console.Enterin a passverd
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thatis atleastsix charactersMixing numbers|ettersandavoiding wholewords
is recommended A few exampleswould be to take a word like lockbox and
breakit up with somelettersandnumbers.You canusethefollowing characters
aswell:

L [e[#][s[%w[~[&[* [(]) ]

Soyou canendup with somethingalongthelinesof:
| ock%&box
Whichwill bealmostimpossibleto guessevenmoredifficult to crack.

You have to enterthe passvard a secondime to verify they match.

Change root Password Step 1 of g

In this secton you will change the root password. The root account is the
administration account on the Linux machine, Please choose a fairly complicated
password that vou will remember,

Some example passwords are:

locks#box
munt@in !l d3w

Password: *-H-*-H—*d_r;
Password (again): kkdrrrdd

Change root Password

Changethe GD WebTool Passvword

The GD WebTool passverd will be usedevery time you login to the WebTool.
We suggestmakingthis passverd differentfrom the root passverd but still fol-
low the suggestionsve offeredabove.
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Change GD WebTool Password i
In this section you will change the GD WebTool password. This password isused
for all on-line adminstratve functions. Please choose a farily complicated

password that you will remember.

Password:

Password (again):

Createa New User

kkkkkhhd

*******{

Change GT WebT ool password

You will now needto createa new user Whenyou accesg/our systemvia a
SecureShell (SSH)or from the consoleyou will wantto useyour regularuser
accounfasoftenaspossible.Thisis recommendefbr securityreasonsandalso
for accidentghatcanhapperwhenalwaysaccessinghe systemastherootuser

You canselectEnableremotdogin sothe userhasthe capabilityto connectia
an SSHsecureconnectiorto EnGarde.Beforea usercanSSHin though,their
key will have to betransfered.Informationon doing this via the GD WebTool
will becoveredin Section4.4.4Secue ShellManagement

Create a New User )
In this secton you will create a new user. Please enter the desired username and

apassword,

Real Mame
Username
Password:

Password (again):

Fick DeClaric

nick [ Enable remote login

R

*********{

Create Mew User
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Setupthe Network Configuration

Now we arereadyto configurethe network settingsfor your EnGardesystem.
This sectionis pretty straightforvard.

Configure Network
In this secon you will configure networking. Please enter all of the default

network information here,

Hostname: lockbos

Domain Name: quardiandigital com
IP Address: 192,168,100, 106
Netmask: 0CE. 255 2C5.
Gateway: 192,168 100. %
Primary DNS Address: 192,168,100, 1
Secondary DNS Address: 192 168, 100. 9

Change Network Setfings

Hostname The hostnames anotherway of labeling your computer Gener
ally rememberingand typing in an IP addressfor a machineis more
difficult thenrememberinga domainname. For example,remembering
www. guar di andi gi t al . comis not nearlyasdifficult asremember
ing 63. 87. 101. 80. You cansetthe hostnameo arny nameyou wish,
aslong asit doesnt conflictwith anothetostnamen the network.

Domain Name Herewesimply needthe Fully-QualifiedDomainName(FQDN)
without the hostname.For exampleguar di andi gi t al . comwould
be enteredin for | ockbox. guar di andi gi t al . com For morein-
formationconcerningdomainnameleaseseeFQDN in theglossary

IP Address An IP addresss a uniguenumberusedto identify a computeron
a network. Generallyyou canpurchasea block of IP addressegou are
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allowed to useon the Internetor areassignedneor more IP addresses
from your serviceprovider. Enterin the IP address/ou wantto assign
EnGardeo here.

Netmask The standardstructureof an IP addresscan be locally modified by
using host addresdits as additionalnetwork addresshits. Essentially
the“dividing line” betweemetwork addressits andhostaddresits is
moved, creatingadditionalnetworks, but reducingthe maximumnumber
of hoststhat canbelongto eachnetwork. Thesenewly designatecet-
work bits definea network within thelargernetwork, calledasubnet.The
netmaskdefinesthe subnetmask. Enterthe appropriatesubnetmaskfor
thenetwork, generally255. 255. 255. 0.

Gateway Computersanonly talk to othercomputerghatareon the samenet-
work. To give a computerthe ability to talk to computerson another
network they mustcommunicatehrougha gatevay. You mustdefinethe
IP addres®f the gatavay machinehere.

Primary DNS Addr ess TheprimaryDNS sener, alsoreferredto asthemaster
DNS sener, controlsthe DNS queriesfor your zone. Enterin theIP ad-
dressof your primary DNS sener. More detailedinformationregarding
primary DNS senersandDNS canbefoundin Sectiond.4.6 DNSMan-
agement If thismachineis to be configuredasthe primary DNSfor itself,
enterit’sown IP address.

SecondaryDNS Addr ess The secondaryDNS sener, alsoreferredto asthe
slave DNSsener,is abackupto theprimary. If theprimarysenerdoesnt
respondr returnsno datathesecondaryDNS senerwill bequeried.This
sectionis optionalif no secondaryDNS sener exists on your network.
EnterthelP addres®f the secondanpNS senerif youwishto here.

Whenregisteringa domainnameon the Internet,throughNetwork Solu-
tions,for example,asecondarngener mustbeprovided. GuardiarDigital
canassistyou with this. Contactus shouldyou requireassistance.

Define Trusted Hosts

In this areayou will have to supplyalist of hoststhatareallowedto accesshe
GD WebTool. You canlist asmary hostsasyouwant,but we recommendisting
only thosethatarenecessaryor administration EndingtheIP addressvith a0
will specifya network insteadof onemachine.
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You canlist themby IP addressandusea blank spaceasthe delimiterbetween
IP or hostname.

Define Trmsted Hosts Step 5 of o

In this section you will define which hosts will have access to the 3T WebTool.
ou can control access based uporn:

# Hostnames (for example, mymachine. guardiandigital. com)
o TP Addresses (for example, 192.158.10.80)
e IP Networks (for example, 192.168.10.0)

You should limit access to trusted addresses, otherwise, anyone who guesses
your password will hawe complete control of your system. Enter one IP address or
hostmame on each line.

192.168.100.0 E
192 168.1. 159

.

Setup Trusted Hosts

DefineYour Time Zone

This sectionallows you to setyour time zone. You have a selectionof the four

majortime zonesin the continentall.S. SelectSaveSettinggo finish the setup
processThiswill enabledefault network time servicesvhich canbeconfigured
laterif necessary
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Sefup Timezone Step 6 of
In thiz secton yvou will be asked to select your timezone. The WebT ool will also
select three time servers to use based on your firmne zone. These three fime
servers will be to syne your system fime with the national atomic clock.

Time Zone East |

Save Seffings

Setup Sewicesthat are Active at Boot

Hereyou have a selectionof differentservicesthat are available during boot
time. You canselectwhich onesyou wish to turn on and off be selectingthe
checkboxes. It is recommendegou only activateservicesyou will beusingon
this EnGardesystem.

Services Active at Boot
In this section you will be asked to choose what services you want active at boot,

Domain Name Service [T Active
Mail Server [T Active
Weh Server [T Active
IMAP Server [T Active
POP Server [T Active
Save Sefings
Summary

The informationyou enteredduring the Initial Configurationwill now be dis-
playedbackto you for confirmation,asshowvn in the next screenshotlf every-
thingis correctclick the Confirmbuttonto completethe configurationprocess.

Click the StartOver buttonto restartthe configurationprocess.
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Confipuration Complete!

Congratlations!You have successfully configured the Lockbox. After you
reboot the Lockbox networking and all services will be enabled.

Below is a swrnmeary of vour configuration. You should print this out and store itin
a safe place.

Network Configaration

Hostname lockboxlinuxseclabs. corm
IP Address &63.87.101.8

Netmask 255255255192
Gateway &63.87.101.1

Primary DNS

Secondary DNS &3.87.101.80

Timsted Hosts

Trusted Hosts &63.87.101.195,24.198.170.251
Active Services

Secure Shell Services Active

Domain Name Service Active

Mail Server Active

Weh Server Active

IMAP Server Active

User Password Changer Active

Start Overl Rebnntl

Reboot

All theinformationfrom your configurationis now savedon your EnGardesys-
tem. Selectthe Rebootbhuttonandthe systemwill bereadyto go.
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NOTE: Beforethe machinerebootsyou will bereturnedto the login screen.This
is necessaryor a successfulsystemlogout. You do not needto log back
in.

Remae your crosseer cableandplug your EnGardesysteminto the network.
You arenow readyto startadministeringyour sener.

EnGardeSecurelinux 15



CHANGING A USER’S PASSWORD

As discusseearliertheadministratoihastheability to changeauserspassverd
from the GD WebTool. To increasesecurity the GD WebTool doesnot allow
ary userbut theadministratomccesso thosesectionsof the WebTool. To allow
a userto changetheir own passwerd themseles, a separatdJRL is provided.
By goingto:

htt ps://engarde. guardi andi gi tal . com 1022

Theusercanlogin with their normallogin nameandpassverd. In theabove ex-
amplereplaceengar de. guar di andi gi t al . comwith the FQDN of your
sener.

NOTE: The addresss very similar to the regular WebTool but noticethe portyou
areconnectingo. Theport 1023 is usedfor theWebTool, while 1022 is
theuserpassverd utility, asin theexampleabove.

If thedefaultGuardiarDigital certificatestill remainsonthesystentheusemwill
be promptedto acceptit. Instructionson acceptinga certificatecanbefoundin
AppendixD.

Oncetheusersuccessfullyogsin to the systenthey will be presentedvith the
following screen.

Welcome to the password administration menu, Here vou can change your account
password. Flease enter your old password in the first field and your new password in
the next two fields. If the two new passwords match then your password will be
changed and you will be logged out of the password changing area.

0Old Password: *********ﬁ

New Password: *EEEkEs

A1

New Password (again): el

ah ortl ‘ Update Passwordl
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Herethey mustenterin their old passverdfirst, followedby their new passverd
twice. Thenew passverd is requiredtwice to doublecheckfor typing errors.

Wheneverythingis enteredin you may click the Change Passwod button for
the changego take effect. Thesechangegake effectimmediately Pleasenote,
you canabortthis processat ary time by clicking the Abort button.
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QuicK START GUIDE

This sectionis intendedto give an overview of the functionsof the Guardian
Digital WebTool. After readingthis appendix,the readershould be able to

performthe stepsrequiredto setup a domainto receve mail, configureDNS
servicesandsene WebpagesIf your EnGardesystemwill notbe usedto per

form all of thefunctionslistedabove, it is especiallyimportantthatyou readthe
User Guide and have a full understandingf eachof the servicesyou will be
configuring.

Beforefollowing the examplebelow, your EnGardesystemshouldhave already
undegoneinitial configurationandbe pluggedin andoperatingon a network.

To obtainafastandmostaccuratesetup follow the stepsin thedescribedrder
Onceyou have successfullycompletedeachstep,proceedn orderto the next
step.Therearefour primary stepsrequiredto configureEngarde:

1. Configurethenetwork interface
2. Configurethe DNS Sener
3. Configurethe Mail Sener

4. ConfiguretheWeb Senerto prepardor normalandsecurevebsites

After the initial configurationof your EnGardesystem,the basicsystemand
networking functionsareoperatingcorrectlyandis readyto configurea sample
store.We will beconfiguringourexampleEnGardesystento usethefollowing
initial valuesenteredvhenEnGardewasconfigured:

Hostname: nyser ver

Domain Name: mydomai n. com

IP Address: 192. 168. 1. 70

Netmask: 255. 255. 255. 0

Gateway. 192.168.1.1

Primary DNS Address: 192. 168. 1. 70
SecondaryDNS Address: 192. 168. 1. 60

In this example,we will be creatingthe domainengar del i nux. comthat
will behostingour DNS, routing mail, andservingweb pages.
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Network Interfaces

Beforeary interfacesarecreatedyou will needto know thefollowing:

e EachSSL-basedvebsiterequiresits own IP addresslf moreSSL-based
websitesareto besened,thenanew interfacemustcreatecon anotherdP
addresd$or eachwebsite.

e Therecanbe mary normalwebsiteson the samelP addressgiventhere
is aNameVirtual Hostdefinedin theWebsener. Seethe Sectiord.3 Vir-
tual HostManagementin the User Guidefor moreinformationon Name
\irtual Hosts

Example:

In the WebTool, click on SystenManagementandthenclick on NetworkCon-
figuration. Therewill alreadybeaninterfacedefinedas:

IP Address Hostname
[ Edit ] 192,166.1.70 myservermydomain,com

Add a New Interface

We wantto setup aseperatdP addresgor wwv. engar del i nux. com since
we will becreatinga Secue Web Serveronit. Click on Adda New Interfaceto
dothis. We arenow promptedfor our information,at which pointwe enter:

IP Address: 192. 168. 1. 71
Netmask: 255. 255. 255. 0

After clicking the Createbuttonthe Persistentinterfacesscreerwill look like:

1P Address Hostname
[ Edit ] 192.168.1.70 myserver.mydomain.com
[ Edit ] 192,168.171 < Not Yet Defined »

Add a New Interface

We have now successfullyconfiguredour network interface.
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DNS Sewer

The DNS Sener is the mechanisnthat provides nameto IP addressand IP
addresgo namemappings.It alsoprovidestheinformationnecessaryor mail
to be properlyrouted. DNS wascreatedbecauséP addresseareoftenhardto
rememberDNS is usedto mapthataddres¢o a name which is mucheasierto
remember

Whentyping ht t p: / / ww. guar di andi gi t al . cominto aWebbrowser

for example theDNS senertranslateshehosthame(www. guar di andi gi t al
. con) into the IP addressassociatedvith wwv. guar di andi gi tal . com

The browser then sendsthe requestto that IP addressand respondswith the

informationavailableatthataddress.

DNS containsa numberof uniquecharacteristicabouteachhost. Eachcharac-
teristicformsa 'record’in the databasehat storesthe DNS information. DNS

"zones"areregionsof IP addressesr namedor which a particularorganization
is responsible.

AddressRecords This is arecordthat providesa hostnameto be assignedo
an|P addressAll hostnamesareassociatedavith anIP address.

Name Sewver Records This is a recordthat defineswhat namesenersarere-
sponsiblefor the zone. In mostcasesthis will be the sameasthe host-
nameof the machine.Do not alter theserecordsunlessyou have an ex-
plicit reasorto.

Name Alias Records Thisis arecordwhichprovidesan"alias"for apre-isting
hostname.Theremaybe multiple aliasedor asinglehostname.

Mail Server Records This is a recordwhich providesthe information neces-
saryto correctlyroutemail to correctlydeliver electronicmail. Multiple
e-mailsenersmay be definedfor the samedomain,eachwith a differing
priority. Senersdefinedwith alower numberhave a higherpriority and
mail will bedeliveredto thesehostsfirst.

Example:

Becausave arecreatinga nev domain(engar del i nux. conj, we mustcre-
ate a new forward zonefor it. Before EnGardecan be configuredto provide
DNS for this domain,it musthave beenlisted amongthe list of authoritatve
namesenersfor this domain.
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From the SystenManagementmenu,selectDNS Management The next step
will beto createa nev masterzone. Click on the Createa New MasterZone
link.

LeavetheForward (Namego Addressesputtonchecledsincethatis thetypeof
zoneto be created Keepthe default value of Masterserver Theresttheinput
lookslike:

Domain name: engar del i nux. com

Email Address: admi ni st rat or @ngar del i nux. com
Leave the Allow transfes from... setto Allow None andthe Allow queries

from...setto Allow Any. For moreinformationon thesefieldspleasereferto the
full manual.

Click on the Createbuttonto seethe new zonein the zonelisting. To addthe
recordsfor our example,click onthe engadelinux.comlink.

AddressRecords

Hostname: ww. engar del i nux. com
Address: 192.168.1.71

Hostname: mai | . engar del i nux. com
Address: 192.168.1.71

NameAlias Records

Alias: sal es. engar del i nux. com
RealName: www. engar del i nux. com

Mail Server Records

Mail Sewer: nai | . engar del i nux. com

Priority: 10
At this point we have successfullycreatedwmw. engar del i nux. comand
mai | . engar del i nux. comtogoto 192. 168. 1. 71.
We have now successfullyconfiguredthe DNS recordsfor our sampledomain.
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Mail Server

The mail sener providesthe mechanisnto deliver e-mailto a recepienpn the
Internet. Whenan e-mail is sent,the mail sener is instructuedto deliver the
messag¢o theremotemail sener responsibldor therecepient domain.

Example:

To configuree-mail for our nev domain,we mustcreatea nev Mail Domain.
From the SystemManagementsectionselectMail ServerManagement Then
selectDomainManagement

We wantto Create[a] New Domainwith thefollowing values:

Domain: engar del i nux. com

Postmaster: r yan
This assumeghat thereis a usernamedryan on the system. Now EnGarde
hasbeenconfiguredto receve mail for engar del i nux. com Thelocal user

ryan hasbeendefinedasthe PostmasteMore informationon the "Postmaster”
accounis availablein Sectiord.4.5Mail ServerManagementhe UserManual

Oncethemail domainis createdindividual useraccountsanbeaddedy click-
ingontheengar del i nux. comlink:

Example 1:

E-Mail Usemame: adni ni strat or
Recipient: chri sti

Example 2:

E-Mail Usemame: i nfo
Recipient: chri sti

Example 3:

E-Mail Usemame: webnmst er
Recipient: ryan

22 Quick Guide



Example 4:

E-Mail Usemame: sal es
Recipient: fred@uardi andigital.com

Herefour e-mailaddressearedefined. The following tableshows the destina-
tion of variouse-mailaddresseaccordingo the examplesdefinedabove:

| Mail SentTo: | Final Recipient: |
admi ni strat or @ngardel i nux. com | christi
i nf o@ngar del i nux. com christi
webmast er @ngar del i nux. com ryan
sal es@ngar del i nux. com fred@uar di andi gital . com
ryan. mapl e@ngar del i nux. com ryan

We have now successfullyconfiguredour Mail Sener.

Web Serwver

The Web Sener is the mechnismfor servingwebsites.Therearetwo typesof
websitesnormalandsecue. Securenebsiteautilize SSLencryptionto provide
securityfor sensitve applicationssuchas e-commerce.Normal websitesare
simply sitesthatdo not utilize SSL.

Securewebsitesequiretwo things: a certificateanda key. It canbethoughtof
in the following contet: the certificateis whatverifiesyour identity (authenti-
cation),andthe key is what providesthe security(encryption). The certificate
andkey arealsotightly tiedinto eachother;they area matchingpair.

Thefirst time a userconnectgo a securesite, their browserwill storethe cer

tificate. Every subsequentime the userconnectgo the site it verifiesthatthe
certificateis the sameto ensurea secureconnection.This providesthe encryp-
tion portionof the process.

For moreinformationon certificiatespleasereferto thefull UserGuide.
Example:

To configurethe Web sener for our newv domain,we mustsetthemup in the
Mirtual HostManagementsection.
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To createthe normalsite, go to Virtual Host Management andselectCreatea
Virtual Host We usethefollowing values:

Address: 192. 168. 1. 71

Administrator E-Mail: webnast er @ngar del i nux. com

Server Name www. engar del i nux. com

Webmaster: r yan

For Group, we want to first Create[a] Group nhamedengadewveh andthen
selectit.

Group: engar deweb

If adatabasés necessaryor this site,thenwe checkthe Createa databasefor
this sitebox andenterin thevalues:
Usemame: engar deweb

Password: e! nga#rde

We have now successfullycreatedhe normalwebsite.

Likewise, to createthe securesite, go to Virtual Host Management andselect
Createan SSLVirtual Host We usethefollowing values:

Address: 192. 168. 1. 71

Administrator E-Mail: webnast er @ngar del i nux. com

Server Name: www. engar del i nux. com

Webmaster: r yan

Group: engar deweb

We have now successfullycreatedhe securevebsite.

Oncethisis done thefollowing directoriesfor the normalsitewill becreated:
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/ hone/ ht t pd/ www. engar del i nux.
/ horre/ ht t pd/ www. engar del i nux.
/ horre/ ht t pd/ www. engar del i nux.

And thefollowing directoriesfor the securesite:

/ hone/ ht t pd/ www. engar del i nux.
/ horre/ ht t pd/ www. engar del i nux.
/ horre/ ht t pd/ www. engar del i nux.
/ hone/ ht t pd/ www. engar del i nux.

com 80/ cgi-bin
com 80/ ht m
com 80/ | ogs

com 443/ cgi - bin
com 443/ ht m
com 443/ 1 ogs
com 443/ ssl

Oncetheabove stepshave beencompletedEnGardes readyto senewebpages

for thefollowing sites:

http://ww. engar del i nux. com

htt ps://ww. engar del i nux. conf

The next stepis to populateyour siteswith content. For moreinformationon
thisandthemary otheraspect®f the WebTool, pleasereferto the UserGuide.
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ENGARDE CONNECTIVITY

Sofartheonly way we spole of to connecto your EnGardesystemwasvia the
GD WebTool utility. To gain remoteaccesyou have anothersecurealternatve.
We provide SSHconnectity to your EnGardesystem.

Sincet el net is extremelyinsecurejt is notprovidedonyoursecureEnGarde.
SSHuses1024bit encryptionto protectyour connection.

SecureShell (SSH)is a programfor logginginto a remotemachine aswell as
for executingcommand®naremotemachine.lt is intendedo replacer | ogi n
andr sh, andprovide secureencrypteccommunicationbetweertwo untrusted
hostsover aninsecurenetwork.

SSHconnectandlogsinto the specifiechosthnameTheusermustprove his/her
identity to the remote machineusing one of several methodsdependingon
the protocol versionused. For more information on SSH pleasevisit ww.
openssh. com theOpenSSHProjecthomepage.
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CONNECTING FROM WINDOWS 9X/M E/NT /2000

Windows-basedsystemsonly includet el net capability Therefore we have
includeda utility to make a secureconnectionto your EnGardesystemfrom
a Windows host. MindTermis a secureSSHclient includedon your EnGarde
CD-ROM thatwasshippedwith your EnGardesystem.It canbefoundin the
x:\dosutil s\ m ndt er mdirectory Replacehe”x”, in the previous state-
mentwith the drive letter of your CD-ROM drive. Installationinstructionsare
in the next section.

MindTermprovidesyoutheability to make anSSHconnectiorto your EnGarde
system. You will be on a secure,1024 bit encryptedconnection. MindTerm
performsX-Termemulation.You alsohave SCPcapabilitieswhich allows you
to copy files securelyover an SSHconnection.SCPwill befully explainedin
the Menussection.

Installing MindT erm

We have includedaninstallerfor Windows basedsystemdo use. You canfind
theinstallerin x: / dosut i | s/ m ndt er mf set up. exe. You cantypein
thecommandy clicking the Startbutton,thenselectingRun Youcanalsoclick
on My Computer selectyou CD-ROM drive, thenthe dosutilsfolder, followed
by themindtermfolderandfinally selectingheset up. exe file. Thiswill start
theMindTerminstaller

Oncetheinstallerstarts,you will have afew options. Youwill have to choose
thedirectoryyou wish to install MindTerminto. Thedefaultis c: \ Pr ogr am
Fi | es\ m ndt er m We suggesteaving the default. You canthenselectthe
installerto createanicon on your desktopfor MindTermand/oraniconin your
StartMenu. Thesearebothturnedon by default.

Onceyou have madeyour selection selectinstall, which will confirmyour se-
lections. If you are satisfiedwith your settingsselectOk and MindTerm will
startinstalling. You will seeall the MindTermfiles scrollingin thewindow as
they areinstalled.Whentheinstallationis donea messagéox will appearsay-
ing: “MindTerminstallation successful! You canclosethis box andnow use
MindTerm. If you selectedhe option to install the icon on your desktopyou
will seeit there.If you alsohadtheinstallercreatethe StartMenuicon you will
find StartMenu->Programs->MindBrm->MindTermandReadmeThereadme
is detailedinformationaboutMindTermandhow to useit. We will be covering
ageneralusageof MindTermin the next section.
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NOTE: MindTermis distributedfree. Thereareotherprogramsfor Windows such
asTeraTermandSecure-CR thatwill alsowork with your EnGardesys-
tem.

Running MindT erm

MindTerm usesa public/private key cryptograply systemto connectto your
EnGardesystem A publickey is akey theuseris assignedhatcanbegivenout
to aryone. At the sametime they arealsogiven a privatekey thatno onecan
have. The public key is thenchecled againstthe private key for authenticity
In the caseof EnGardeSecure.inux they privatekey is storedon EnGardeand
MindTermpasseshe public key to EnGardéeor authenticity

You canstartup MindTerm by either doubleclicking on the MindTerm desk-
top icon or choosingit from the Start Menu, Start->Programs->Mindterm-
>Mindterm. After a few momentsyou will be displayedwith the MindTerm
screen.

s MindTerm ¥1.2.1 [B0x24] M[=1E3
File Edt Setlings WT Opbtions Tunnels Help

Copyright (c) L19968-Z000 by Mindbright Technology AB, 3tockholm, Zweden
Initializing random generator, please wait...done

Thia 13 a demo wersion of MindTerm, it is 118 days old.
Please go to hoop: /S oow.mindbright. se/mindtern/
to check for mew versions now and then

MindTerm home: C:\WINDOWS'Java'\mindterm'

S5H Server/Rlias: .

Whenyou startedup MindTermyou may have noticeda MS-DOSPromptwin-
dow appearandit may be locatedbehindyour MindTerm window. You may

28 Quick Guide



minimize this window but do not closeit. The MS-DOS Promptwindow will
closewhenyou shutdevn MindTerm.

At thispointyouwill needto setup MindTermsothatit knowswhereto connect
to, who you areandwhat key to use. First you musthave a valid useron the

systemyou aretrying to connecto. If you do not have a user areuncertainof

the usernameor forgot your passverd thencontactyour systemadministrator
To view and/ormodify ary of theinformationmentionedpleaseeferto Section
4.4.1,User AccountAdministation.

You arealsorequiredto have a key for the system. The key providesthe en-
cryptedinformation MindTerm requiresincluding your passverd, to authorize
youto connecto theremotehost. Whenyouraccountwascreatedyy thesystem
administratara key shouldhave beengivento you. If you do not have this key

pleasecontactyour systemadministratarTo generate new key referto Section
4.4.4Secue ShellManagement

To enterthisinformationinto MindTerm selectSetting->SSHConnection...

i T S ettin WT Options Tunnel:  Help
Copyrigh chion... Chri+Shift+H |t
Tnitiall o inal.. CtibsShiftsT -5 ¢
This is Terminal Misc... Ctrl+Shift+t |2 115
Flease o Pros.. mdtern

d then
[La sl Eammard-Shel

MindTern ¥ Auto Save Settings
v Auto Load Settings

S5H Servy| gave Passwards

This will pop up awindow labeled“MindTerm - New Sener”. Hereyou will
needto enterin the informationmentionedabore. Eachfield will be described
below.
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MindTerm - Hew Server

Server: IIDcka:-:.guardiandigital.c Part: |22
Usemame: Iadmin Cipher: |3des "I

Authertication: Irsa = I
|dentity: Iadmin-identity.key |

Canfigure Proxy | Maore options... I

&I Cancel |

Server In thisfield you will needto enterin eitherthe IP addressor the name
of the sener you are trying to connectto. In our example abose we
wantto connectto | ockbox. guar di andi gi tal . com Sol ock-
box. guard
i andi gi t al . comwasenteredn to thesenerfield.

Port This field shouldbe presetto port 22, the default SSHport. We suggest
leaving this asis.

Usemame Hereyou will needto enterin the usernameyour systemadminis-
trator hasgivenyou for the sener. In our examplewe aretrying to login
asuseradmin Thisusermamewill automaticallypepassedo MindTerm.
Soyou will only needto supplya passverd whenyou login. adminwas
enteredn to thefield.

Cipher In this field you will have a pull-down menugiving you a selection
of different cipher methods. A cipheris a methodof encryptingplain
text informationinto encryptedinformation. Thereare several different
methods By default EnGardés setto use3DES Checkwith your system
administratorto seeif they have changedhecipher

Authentication Hereyou will needto selectyour authenticatiortype. The au-
thenticationtypeis themethodthatwill be usedto authenticatgyouwhen
you log in. By default RSAis used. RSAusesa public and private key
scheme.Whenyour accountwascreated you shouldhave beengivena
key to be usedwith the sener. Formsof authenticatiorotherthanRSA
arenotsupportedn EnGarde.
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Identity Here is whereyou will enterin the pathto your key. By default
MindTermwill searchin c: \ W ndows\ Java\ m ndt er mfor keys. It
would beappropriateo placeyourkey in thisdirectorywhenit is givento
you by your systemadministrator You canusethe“...” buttonto browse

throughotherdirectoriesonyourlocal machine A key will generallyend
with .key.

Onceall the information hasbeenfilled in you, can selectthe OK button to
continue.Youwill bebroughtbackto thescreenyoubeganon.

P MindTerm v1.2.1 [B0x24]
File Edt Settings %T Opbions Tunnel Help

Copyright (c) 1998-2Z000 by Mindbright Technology AB, 3tockholm, Sweden _
Initializing random generator, please wait...done

(=1 E3

Thia i3 a demo wersionm of MindTerm, it is 118 days old.
Please go to htop://wnr.mindbright. se/mindtern/
to check for mew versions now and then

MindTerm home: C:\WIMDOWS:Java'\mindterm'

S5H Server/Rlias: .

Onceyou click the OK button MindTermwill attemptto make a connection.If
you have never connectedo the sener beforeyou will be asledif youwantto
addthe hostto your hostkey list. AnswerYesto this question.

MindT erm - Confirmation

Do pou want ko add this host to your set of known hosts
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Oncethe dialog box is removed, if the connectionwas successfulyou will be
promptedfor your passverd.

: MindTerm ¥1.2.1 [80x24] M [=] E3
File Edit Sefings VT Optiores Tunnels Help

Copyright (c) 1998-2000 by Mindbright Technology &B, Itockholm, Jweden
Initializing random gensrator, please walt...done

This i3 a demo version of MindTerm, it is 118 days old.
Please go to heep: /Som.mindbright. se/nindtern/
ro check for new wersions now and then

HindTerm home: C:\WINDOWZ)\Java\mindterm)

55H Server/filias:
Connecting to: lockbox

HindTerm home: C:\WINDOWS,Javaimindterm'
Connected to server rwnding 55H-1.5-OpenSSH_2.2.0pl

key file 'Rimin Key' password: l

If you do not have the above screenthenyou mostlikely recevedanerror A
coupleof commonerrorsare:

Unknown Host: Youwill recevethiserrorif thenameor IP addres®f thehost

wasnot found or is not responding.Checkwhatyou enteredn the SSH
Optionsscreerabore.

Sewer refusedour key Youwill recevethiserrorif thekey youareusingdoes
not correspondo the key on the sener. This canbe causedf thekey on
the sener haschangedyou arepointing MindTermto the wrongkey, or
your key is invalid. Double checkyour settingsin the SSHOptions If
you arecertainyou arepassinghe correctkey, thenanew key may have
to begeneratedContactyour systemadministratoiif thisis the case.

At the passverd promptdisplayedabove, enterin your passverd that wasas-
signedto you by your systemadministrator If you enteredin the passverd
correctlyyouwill now beloggedinto the system.
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. admin@lockbox inzide. guardiandigital com: /home/admin

Fie Edt Seffings VT Options Tunnels Help

Copyright {c) 1998-2000 by Mindbright Technology AB, Stockholm, Sweden =
Initializing random generator, please wait...done

This is a demo version of MindTerm, it is 1168 days old.
Flease go to http://www.mindbright. se/nindcern/
to check for new wersions now and then

HindTerm home: C:\WINDOWS)Java\mindterm)

S5H Serverfhlias:
Connecting to: lockbox

MindTerm home: C:\WIHDOWS)Java\mindterm)

Connected to gerver running 35H-1.5-0pen3SH_2.2.0pl
Hoat key not found from the liat of known hosta.
key file 'Jubnin Key' password: 5557

Last login: Mon Now 27 Z1:25:44 2000 from devel.guardiandigital.com
[adwin@lockbox aduinls i

At this pointyou arereadyto interactwith the system.

By defaultyouwill beusingaBashshellinterface.Breif informationconcerning
how to usetheBashshellcanbefoundin AppendixC of theUserManual There
arealsonumerougooks,on-line guidesandtutorialsconcerningBashusage.

Now would probablybe a goodtime to save your settings.Saving your settings
allows MindTerm to storethe information you enteredinto the SSHConnec-
tion... dialogsoyoudon't have to re-enterthe datain every time.
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V MindTerm w1_2.1 [80x24]

Edit Sethngs T Optiong  Tunnels  Help

Mew Terminal Chl+Shift+i  prdbrigh
Clone Terminal ChlShifteD [f P1%35"
Connect... Clrl+5hift+C MTern,
[Neeannest right.s

ions nm
Load Sethings...

Save Settings Clrl+Shift+5

Gave Setings Ss... B\ mindt

Create RSA Identity...

S Elenanstern..
Capture To File...
S e E e,

R\mindt

[FEASOrn:

Cloge Clil+Shift+E
Exit Clrl+Shift+:4
MindTerm home: C:3\WINDOWSY Javatmindt

To save your settingsselectFile->SaveSettings.

To exit thesystentypeexit. Youwill bebroughtbacktotheSSH Ser ver/ Al i as:
prompt. At this point you canshutdevn MindTerm by clicking the ’X’ in the
corneror from themenu,File->Exit.

It is highly recommendethatyoulog out of the senerusingthe Exit command
beforeshuttingdown MindTermsoyou areproperlyloggedout.

Secure Copy (SCP)

The SecureCopy (SCP)is a methodof copying files over a securedSSHcon-
nection.MindTermsupportsSCP

To coyy filesto andfrom thesenervia SCPyouwill first needto beloggedinto
thesystem.Readthe sectionaborve onloggingin with MindTerm. Youwill then
have the ability to SCPhy selectingFile->SCPFile Transfer...
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. admin@lockbox inzide. guardiandigital com: /home/admin

8 et Setfng: VT Options  Tunnels Help
Mew Teminal Cirl+Shite pdbright Technology AB, Stockholm, Sweden -
Clores Tk CiShiteD | please wait...done
LLarrest s ths

iTerm, it is 1168 days old.
Disconnect pight, se/nindrern/
= hons now and then

L= Setfimas
Save Sellings OikShit+S
Save Setings As himindterny

Create RISA deriily..

SCP File Transfer

Capture To File... pimindtern)
i FH-1.5-Open3SH_2.2.0pl
G CuteShillsE hat of known hosca.
Exit CirkShits

key file 'Jubndn Key' password: 7557
Last login: Mon Now 27 Z1:25:44 2000 from devel.guardiandigital.com
[adwin@lockbox aduinls [

Selectingthe SCPFile Transfer.. optionwill bringyouto thefollowing screen:

MindT erm - File Transfer Ed

Copy fram local files/directories:

IE:\Temp\.webfiles.html |

Change Direction |

Ta director/file on server;

I.-’home.n"admin.n"web-dilec:torﬂ

[~ Recursive copy [ Low priority

Start Copy | Cloze Dialog |

Hereyou canselectfiles anddirectorieso copy to andfrom. Wildcardsarealso
acceptedere.

Youhave afew optionsonthis screenTheChange Directionbuttonwill change
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whetheryou arecopying files form your local machineto the sener, or copying
files from the sener to your local machine.Clicking on the buttonwill reverse
this eachtime.

Youwill alsonoticethereis acheck-boxfor Recusivecopy Thiswill allow you
to enterin adirectoryin thefield youarecopying from andit will automatically
copy everythingin thatdirectoryandevery directorybelaw it.

Finally you have onelastoption,Low priority. Selectinghiswill allow theSCP
file transferto take placein the backgroundsoyou canwork while it’s copying.
It will take longerto copy files usingthis methodbut it will alsofree system
resourcesindbandwidth.

Whenyou arereadyto startcopying files you canclick the Start Copybutton.
MindTermwill thenmake anSCPconnectiorto thesenerandstartcopying the
files. Youwill seethefollowing dialogappeamiving you the currentstatuson
thefile transfer

ndom generator, please wait...done

indTern x
WErS
TPt/ Copy fiom local files/directaries:
LY MindT erm - File Transfer
Source: localhost:C:AT emplwebfiles. html
C
D estination: lockbox: fhomed. . Aweb-directony
=
1, Current: Copied O files. 0.0kE
c 0% | 00 kB/sen
-
urnd .
Start Copy I Cloze Dialog
. Key—.

CMNow 27 Z1:25:44 2000 from dewel.guardiandigital. oo

Oncethe copy is finishedyou canclick the Donebuttonto closethe dialog. If
you don't needto transferary morefiles atthe momentyou canclick the Close
Dialog buttonin the SCPFile Transferdialogto closeit.

You arenow donecopying your files andnowv maywork with them.

NOTE: More informationconcerningMindTermcanbefoundin the User Guide
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Connectingfrom Unix

Thefirstthingyouwill needto connecto yourEnGardesystenis anSSHclient.
For Unix thereis OpenSSHYoucandownloadOpenSSHromht t p: / / www. gua
rdi andi gi tal . con t ool s. Youwill alsofind OpenSSLasyouwill need
thistoo. If youwishto dowvnloadOpenSSlyoucanfindit atht t p: / / www. gu
ardi andi gi tal . com t ool s. A versionof OpenSSLand OpenSSHare
includedonthe EnGardeCD-ROM.

If you are using Windows, usethe included MindBright MindTerm software.
You canfind it onthe EnGardeCD-ROM underthe dosutilsdirectory Instruc-
tionsoninstallationandusagecanbefoundin the previoussection.

UsING OPENSSH

Thefirstthingyouwill haveto dois createauser Thisis eitherdoneby logging
in asroot at the consoleand running adduseror addinga userfrom the GD
WebTool utility.

If you usethe GD WebTool utility to createthe userreadSection4.4.1 User
AccountAdministation on how to accomplistthis.

If you decideto createthe userfrom the consoleusethefollowing steps:

As the root userrun adduserby typing adduserat the prompt. adduserwill
promptyou for ausername.Enterthe usernameyou wish to give this user

Oncethis is doneyou will be backat the prompt. You now needto give this
usera password for themto useto accesgsheir account. Type passwduser
name In placeof usernamavill betheusernameyou assignedo theuser This
will promptyou for a passverd andthenpromptyou again for the passverd to
confirmit.

Oncethatis doneinstall OpenSSLandOpenSSHinyour clientmachine.
NOTE: You mustberootduringtheinstallationof OpenSSLandOpenSSH.
OndistributionsusingRPM:

$ rpm -Unhv openssl-0.9.4_i 386.rpm
$ rpm - Unv openssh-1.2.3_i386.rpm
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In Debian(or ary distribution usingDPKG):

$ dpkg -i openssl-0.9. 4. dpkg
$ dpkg -i openssh-1.2. 3. dpkg

And from tarfiles:

tar zxvf openssl-0.9.4.tgz
tar zxvf openssh-1.2.3.tgz
cd openssl-0.9.4

./l configure

make

make install

cd ../openssh-1.2.3
./Iconfigure

make

make install

R R e e R e

Younow mustcreatea key for yourself. You cancreatea key with OpenSSHy
typing:

$ ssh-keygen

Generating RSA keys: ...... 0000000 . ...... .. ... 0000000

Key generation conplete.

Enter file in which to save the key (/hone/nick/.ssh/identity):
Enter passphrase (enpty for no passphrase):

Enter same passphrase again:

It will promptyoufor afilenameto savethekey in. Thedefaulti denti ty. pub
will befine. It will thenpromptyou for a new passphraseAfter enteringyour
passphrastvice, your public key will thenbegenerated.

Onceyou have your key e-mailit to your systemadministratorand they will
insertit in to the systemproperly ReadSection4.4.4 Secue Shell Manage-
mentfor moreinformation. Oncethis hasbeencompletedyou will be ableto
successfully5SHin to the system.

For moreinformationon SSHandusing SSHpleasereadthe SSHFAQ which
canbefoundat:

http://ww. | inuxsecurity. conifdocs
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ACCEPTING AN UNSIGNED CERTIFICATE

Duringtheinitial login duringthe configurationof your EnGardesystemand/or
whenconnectingo the GD WebTool you will be promptedwith the following
screen:

i New Site Certificate - Netscape

3. New Site Certificate

lockbox.guardiandigital.com is a site that uses encryption to protect
transmitted information. However, Netscape does not recognize the
authority who signed its Certificate.

Although Metscape does not recognize the signer of this Certificate, you may
decide to accept it anyway so that you can connect to and exchange
information with this site.

This assistant will help you decide whether or not you wish to accept this
Certificate and to what extent.

Next> Cancel J

Your browserwill askyou if youwantto acceptthe certificateattachedo your
EnGardesystem. The reasonfor this is GuardianDigital hassignedthe cer
tificate and is not a Certificate Authority (CA) suchas Verisignand Thawte.
Having this certificatesignedby a CA is not necessarginceyou canverify that
you areconnectingo your own EnGardesystem.

Soyouwill wantto accepthis certificate.Click the Next buttonto continue.
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*; Mew Site Certificate - Netscape

a

This next screerwill displaybrief informationconcerninghecertificate.There
is a buttonyou canclick, More Infor... for detailedinformationconcerninghe
certificate.Click Next to continue.
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i New Site Certificate - Netscape

4 New Site Certificate

Are you willing to accept this certificate for the purposes of receiving
encrypted information from this web site?

This means that you will be able to browse through the site and receive
documents from it and that all of these documents are protected from
observation by a third party by encryption.

¥ Accept this certificate for this session
" Do not accept this certificate and do not connect
™ aAccept this certificate forever (until it expires)

<Back Mext> Cancel

Now youwill beasledin whatwayyouwantto accepthis certificate.You have
threeoptionshere. Thefirst optionwill only accepthe certificatefor thecurrent
session.Sowhenyou shutyour browserdown you will be promptedwith the
samescreenghenext time youtry to login to the GD WebTool.

The secondoption will tell your browserto never acceptthe certificate. This
will lock you outof GD WebTool.

Finally thethird optionwill accepthecertificateuntil it expires.Whenit expires
anda new certificateis putin it's placeyou will be promptedagain with these
samemenus.

If you will be doing your administrationvia the GD WebTool on the current
machineit is recommendegou selectAcceptthis certificateforever (until it
expires)option. Onceyou have madeyour decisionselectthe Next button.
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i New Site Certificate - Netscape

a

This fourth screenwill inform you of the possibility of fraud and insecurity
when using an unsignedcertificate. Sinceyou know EnGardeand certificate
both camefrom GuardianDigital you canbe certainyour connectionanddata
will besecure.
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i New Site Certificate - Hetzcape

Thisis thefinal stepandwill inform you of yourdecisionto accepthecertificate
andverify your options.Click Finishto fully accepthe certificateandenterthe
GD WebTool.
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